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Abstract

The satellite digital twin (SDT) provides model-based data monitoring, engineering analysis, conditional
maintenance, and high-fidelity simulation in operations and maintenance. It exceeds current machine learning
applications for monitoring satellite health and safety by broadening the scope of satellite telemetry, commands, and
orbital event data. The timed finite state machine (TSFM) for satellite operations involving operational events
leverages this expanded data scope to form a state equation associating satellite states with operational events in
telemetry data and event triggers, such as satellite commands and orbital events. The state equation establishes a
framework for more proactive and dynamic monitoring and model-based high-fidelity simulations. The model
recalibration in an SDT requires a new architecture to learn state profiles from telemetry data and link these profiles
with event triggers to establish the state equation. The model recalibration becomes multi-state data training, which is
more effective and accurate in anomaly detection than the existing ML applications. The generative artificial
intelligence (Al) agent is proposed as the decision support component in the SDT feedback loop, which leverages the
retrieval augmented generation (RAG) to integrate the large language models (LLM) with the satellite knowledge base.
The Al agent in SDT offers automated engineer analysis for anomaly resolutions, invokes command procedures for
corrective actions for certain satellite states, and serves as a training platform for engineers and operators.
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1. Introduction

A Satellite DT (SDT) [1] serves as a virtual representation of space and ground assets within a space mission. The
existing infrastructure for space missions facilitates connectivity between an SDT and its physical satellite through
ground systems, as all satellites transmit telemetry data regarding their health, safety, and operational status to these
systems for monitoring and engineering analysis. An SDT, along with its space and ground assets, establishes a
feedback loop where it receives telemetry, mission planning, and log messages for model recalibration, data
monitoring, and simulations. Model-based diagnostics and analytics generate corrective actions and recommendations
for its ground and space assets to optimize satellite operations. This signifies a paradigm shift from static and statistical
monitoring and analysis to model-based dynamic monitoring, high-fidelity simulations, and automated engineering
analysis, resulting in reduced risk, optimized operations, and enhanced mission resiliency. Digital twins represent an
engineering framework that provides a platform for utilizing AI/ML in dynamic systems across various domains to
support decision-making and optimize operations. They have been developed in numerous fields, including healthcare
[2,3], agriculture [4], aerospace engineering[5], urban planning and development[6], Earth science[7,8], and Industry
4.0[9,10].

The SDT was proposed during the early stages of digital twin developments [11]. However, little progress was
made until recently, with the introduction of a machine learning (ML) application for monitoring satellite health and
safety [12,13,14], which developed a framework for training data from satellite telemetry datasets. The initial study[15]
of SDTs addresses key challenges in SDT development, including scalability and extensibility in the architecture and
efficiency and accuracy requirements for real-time and near real-time model recalibration. One challenge in developing
an SDT with an expanded data scope is that a satellite operates as an open and dynamic system, where external
commands and events can alter its operational state, rendering the data training approaches in existing ML applications
ineffective. Satellite operations involve events like orbital maneuvers, which can last minutes to hours and are initiated
by satellite commands or specific orbital occurrences. The data patterns of telemetry during these operational events
typically differ from those in standard operations. The purpose of model recalibration in an SDT is to account for the
open system dynamics, including operational events triggered by external commands. The TFSM provides a
framework for model recalibration in SDTs for open systems, establishing a state equation for satellite operations that
integrates telemetry, commands, and orbital event data. This state equation enables model-based satellite simulations
and facilitates more proactive anomaly detection. The data models for satellite telemetry are state- and time-dependent,
necessitating a new architecture for data training to learn the state equation in satellite operations and to support the
training of state-dependent telemetry datasets.

An agent is an artificial entity that perceives its surroundings using sensors, makes decisions, and takes appropriate
actions based on predefined mission objectives. It is a crucial component in the SDT feedback loop, receiving outputs
from data monitoring or model recalibration regarding satellite operation status and taking appropriate actions to
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optimize operations. The agent approach in satellite operations is not new; the rule-based agent [16] was developed
within the GMSEC framework to facilitate lights-out operations, which has been widely adopted in the industry. It
retrieves satellite states from event messages that adhere to the GMSEC[17] standard and command procedures are
initiated if these states meet predefined criteria, such as the fail-over procedure in the event of a system component
failure. The rule-based agent is simplistic, as it cannot address complex situations requiring understanding satellite
states' context and possessing analytical and reasoning capabilities. The emergence of LLMs enables the development
of generative Al agents [18] based on LLMs, which provide in-context learning, reasoning, and analytical abilities for
a general agent in satellite operations. These agents can serve as a comprehensive knowledge base for space and ground
assets in a space mission, broadening the scope of rule-based agents to invoke command procedures for specific satellite
states, automate engineering analysis in space operations, offer solutions to engineers for highly complex satellite
anomalies, and act as a training platform to respond to any questions related to space or ground assets in a space
mission.

This paper expands on the earlier study[15] to address some challenges in the SDT development. These challenges
involve integrating generative Al agents within an SDT framework for decision support, the state equation and its
accompanying data training architecture in the TFSM, and the recalibration of multi-state models with examples of
multi-state training outputs.

2. The Al Agentinan SDT

An SDT[15] consists of a core component for data model recalibration, monitoring, and simulations; a generative
Al agent for taking appropriate actions to optimize satellite operations based on the mission objectives and decision
support for evaluation by engineers; and a display component for reports, operational status, and Al agent outputs. The
SDT core component implements a hierarchical architecture that provides scalability and extensibility. This
architecture enables parallel computing to ensure the efficiency of model recalibrations. The output of these
recalibrations is the operational status in the event representation, which serves as the input for the Al agents for
decision support.

The Al agent plays a vital role in the feedback loop of SDTSs for intelligent decision support. It receives log messages
from both space and ground assets, and the operational status from the model calibration and monitoring component
provides potential solutions for satellite engineers. The agent sends directive requests to the T&CS system to execute
operational procedures for immediate action when deemed safe and necessary in case of system failures or anomalies
and offers satellite engineers solutions to resolve satellite anomalies. The Al agent integrates an LLM with a local
knowledge base for satellite operations using retrieval-augmented generation (RAG)[19]. Data training and monitoring
establish satellite states as inputs for the Al agent, combining these states with LLMSs' analytical capabilities and the
local knowledge base to determine appropriate actions or propose solutions to satellite engineers.
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Figure 1 Al Agent Architecture

Figure 1 illustrates the architecture for Al agents involved in satellite operations, generally adhering to the RAG
approach[20]. LLMs often have limited or no knowledge of space and ground assets due to the proprietary or classified
nature of much relevant domain knowledge regarding satellite operations. This limitation frequently leads to
hallucinations in LLM outputs. The RAG process assesses a query to determine if it relates to topics defined in the
knowledge base. If it does, the process retrieves information relevant to the user’s question from the knowledge base.
The appropriate context from the knowledge base is then provided to the LLM and the original query, which helps
reduce hallucinations in the resulting LLM response. The agent also includes a rule base for the mature and well-
defined command procedures in response to certain satellite states detected from log messages or model outputs. As it
runs in real-time environments, its operational efficiency is essential. The direct inquiry into the rule base without
inference to LLMs makes the agent operations much more efficient. The rule base within the agent is the same as that
specified in Ref. 19, demonstrating its high efficiency in real-time operational environments.
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The input documents for the satellite knowledge base within the Al Agent consist of hardware and software
manuals, user manuals for both space and ground assets, metadata for command procedures, a satellite command and
telemetry database, and any documents related to satellite operations. These documents empower Al agents to
troubleshoot anomalies and plan corrective actions by invoking the appropriate command procedures or recommending
solutions to satellite engineers. The knowledge base must be adaptive to the emerging states or issues in satellite
operation with manual or automatic updates, ensuring that the Al Agent stays current. Command procedures could also
be incorporated into the rule base for emerging states in space and ground assets.

The real-time inputs to the Al agent include log messages from the mission enterprise and outputs from the data
recalibration and monitoring component in an SDT. These log messages provide the operational status of both space
and ground assets. They may also include keep-alive messages from components in the ground systems to support
failover operations in case of a component or subsystem failure, which is crucial for lights-out operations. The model
recalibration and monitoring component outputs in an SDT represent the satellite’s operational state. In anomalous
conditions during satellite operations, which often involve unexpected changes in data patterns across various datasets
in multiple subsystems, the Al agent analyzes the causes of the anomalies and provides solutions for engineers. The
agent also serves as a chatbot to provide training and a help platform for engineers, who can look for answers on
hardware, software, and operation procedures in satellite operations.

The agent’s outputs include a module for invoking command procedures, a chatbot-like display for the LLM’s
responses to user inquiries, and potential solutions to anomalies for engineers and managers to review. Anomalies in
satellite operations rarely occur, and each has unique characteristics. The solutions generated by the agent must be
reviewed by engineers and managers, allowing humans to be in the middle of the feedback loop in SDTs. The agent in
SDTs doesn’t directly invoke command procedures; instead, it sends requests to the ground system’s telemetry and
command system (TCS) to initiate a command procedure. Thus, an enterprise ground system architecture with the
message standard must enable the plug-and-play SDT components, send directive requests to the TCS component, and
receive real-time log messages.

4. The State Equation for Satellite Operations

A satellite is an open system, and its states are not static; they are influenced by operational events, mission-specific

payload activities, and space weather conditions. Examples of

operational events include orbital maneuvers or momentum dumps /"_T‘\

initiated by satellite commands. Another example is the eclipse state,

triggered by an orbital event in which the satellite moves behind the D;f:zih .E.::::
Earth, resulting in changes to the power and thermal subsystems for e >
geosynchronous satellites. These operational events can last from a “\ <
few minutes to several hours before normal operations resume, and \ //
satellite telemetry datasets during these events exhibit different N\ /
patterns compared to those during normal operations. o P avg
An open digital twin interacts with its environment and changes its 7 ‘\‘
state with external commands or events in its environment. An SDT ( bl
is an open digital twin and can be regarded as a finite state machine, \_/
as shown in Figure 2. A satellite in normal operations without
operational events or anomalies is defined as a default state. Figure 2 The Timed Finite State Machine for

Operational events triggered by commands or external events are Satellite operations.
defined as the event states independent from the default state in
TFSM. Anomalies are error states independent of both default and event states. The triggers for transitions between
error states and default or event states can be regarded as the root causes of anomalies, which are generally unknown
and require engineering analysis. The update function 2 in the TFSM is the state equation for satellite operations that
defines the transition from a default state to an event state or an anomalous state
A:C = {af, f (60)}. @)

It shows that a state for an operational event in a period {tf,tfe} is triggered by a trigger C at the time ¢t from a
default state. The variable {q7, f;¥ (6t)} represents a state file comprised of discrete datasets g; and continuous datasets
f£ (6t) where 8§t = t — tf. The Trigger C in Eq. 2 comes from satellite commands or orbital events. The state equation
in Eq. 2 associates satellite commands and orbital events with telemetry data. It is equivalent to a rule model: a satellite
is in the state {q7, f;7(6t,)} if trigger C is true, it creates situational awareness in satellite operations since one can
anticipate changes in the satellite telemetry with the incoming triggers.

The state equation lays the groundwork for model-based data monitoring and simulations. A known satellite state
is always linked to a satellite command or an orbital event. A state lacking a known trigger may indicate a potential
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anomalous state. Model recalibrations can establish the association of satellite commands or orbital events with satellite
states. Thus, one can anticipate the satellite state with the incoming trigger, making model-based data monitoring more
proactive and accurate. On the other hand, a satellite command from a ground system in simulations triggers a transition
from a default state to an event state by generating satellite telemetry and sending it back to ground systems. The same
set of data models in the data monitoring is used in satellite simulations: the data model monitoring process compares
the data value to the model predictions, while the model-based satellite simulations generate telemetry data from model
predictions.
5. The Model Recalibration in an SDT

The state equation in the TFSM framework requires a new architecture for

model recalibrations. Fig. 3 shows a training architecture for learning the state {dy (ty), .. dy(t)} {£;(t), 07}

equation in Eq. 1 that integrates event triggers with telemetry datasets. The Training sets Model Input

model recalibration is performed in sessions with the iterative training | 1 |

apprpach[lS]._ The model input in Flg._ 3is the_ data model created in the Model Recalibeation

previous session to carry out initial outlier detection and to serve as the input

for the data training of the current session. The model recalibration generates 1

the state profile, {qf,f,f(&e), crj}, and detects the outliers. To establish the state {a5 &), f7 (t:), 07} +{0;(t0)}

equation, the post-training process correlates the state files with event triggers, Data models and outliers

such as satellite commands or orbital event data. The post-training process also |

implements the clustering algorithm for anomaly detection. — Event Trigger
The model recalibration involves rule, data-driven, and hybrid models. Ref, | | FostFrocessing Ju

[15] discusses examples of hybrid models and their data training algorithms. 1

This session will focus on discrete and data training models with multiple states State Equation

during training periods. The discrete datasets can be written as a time- 2:C - {qf, fE(86))

dependent function n : f
Figure 3 The architecture for
d _ ,d k

qj (1) = qj (to) + X &5 (ti). @ learning the state equation in satellite

Data training for discrete datasets involves a straightforward search process that ~ operations
detects the change value 6]-"(tk) data at a specified time t;,. Rule models for
discrete datasets are obtained by correlating the change value 6]-" (tx) in Eq. 1 with an event trigger C at the specified
time t.

A data-driven model for a dataset {dj (t)} is represented by a time-dependent trend consisting of a time-dependent
function f;(t — t,) and a standard deviation o; expressed as

1N 2
o; = \/;Zizl (dj(ti) - fi(ti — to)) 3)
representing its noise level, where t, is the reference time. Since the period for model recalibrations generally covers
2 to 4 orbital periods, multiple states in a training period are possible. Hence, the recalibration of data-driven models
is a data training of multivariable functions. A state flag can characterize an event state in satellite operations:

. 1, g <st<tf 4
0= 0, t<tfort>tf @)

in the period {tf, tf}. The multi-state function f; (6t, g) in the data training period can be approximated as
fie(t.qf) = (1 — gD (St) + qefie(Bt.) 5)

where §t, =t —t, and t, is a reference time for the time-dependent function f2(8t,) in default states. Thus, the
model recalibration for the multi-state function £, (8t, q2) involves data training for the function f,¢(8t,) of the default
state and the function f,¢(8t,) for event states, and each state during the training period has a well-defined period
{tf, tf}. The models for default state £, (5t,) and event state ¢ (5t,) are generally different.

The data trainings are performed separately for different states. Figure 4 shows an example of the multi-state
training outputs. The mnemonic is the charge state for the battery system in a geosynchronous satellite. The yellow-
shaded period covers the Sun-Earth eclipse state, in which the satellite moves behind the Earth so that the battery
system cannot be charged through sunlight, reducing the charge state. The eclipse state happens twice yearly and lasts
from minutes to more than an hour, changing the data patterns in mnemonics of power and thermal systems. The data
pattern changes slowly as the period of the eclipse state changes. The data in the green-shaded period are in the
maneuver state, showing a dip in data. The maneuver state is more dynamic and could occur at any time, and the period
for maneuver states lasts from minutes to about an hour. The mnemonics in the power, thermal, and GNC subsystems
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are affected by maneuver states. The periods not covered by green or yellow shade belong to the default state, which
shows a constant value. The default, eclipse, and maneuver states generally have different data models. The data model
for the default state is a simple statistical model, while the data models for the eclipse and maneuver states are the
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Figure 4 The multi-state training outputs for the charge state in the battery system. The data in the
yellow-shaded period are in the eclipse state, and those in the green-shaded period are in the
maneuver state. The grep lines are the data bound defined in Eq. 1, the red dots are the data value,
and the blue line is the model output.
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Figure 5 The temperature mnemonic in the propulsion subsystem. The green-shaded period
corresponds to the maneuver state in which the thruster is fired to cause the temperature spikes. The
green lines represent the data bound of the model output. The red dots are the telemetry data points,
and the blue line is the model output.
neural networks. The standard deviations that determine the data bound (green line) are generally different since each
state has its data training. Figure 4 shows a larger standard deviation for the eclipse state.

Figure 5 shows an example of the temperature mnemonics in the propulsion subsystem. The green-shaded period
covers the maneuver in which a thruster is fired, elevating the temperature. A geosynchronous satellite has multiple
thrusters, but only a subset of thrusters is used in a housekeeping maneuver. Thus, the maneuver flag alone cannot
determine if a thruster is in the maneuver state, and the combination of the maneuver flag and the thruster enable flag
is used to determine if a thruster is active in the maneuver state, leading to the temperature spike in Figure 5.

The data points in the maneuver state are outliers in the existing ML application for monitoring satellite health and
safety telemetry, which trains data only for the default state. However, the outliers associated with the maneuver state
do not correspond to anomalies. Distinguishing outliers tied to an operational event from anomalies has been a
significant challenge for the current ML application.

Figure 6 presents an example of a mnemonic within the GNC subsystem featuring multiple satellite states.
Operational events that alter the satellite GNC telemetry include maneuvers and momentum adjustments. Maneuver
events position the satellite optimally, while momentum adjustment events reset the reaction-wheel subsystem
necessary for controlling satellite attitudes. Figure 6 illustrates four events with shorter durations related to the
momentum adjustment events and one with a longer duration related to the maneuver events. The data models for the
default, maneuver, and momentum adjustment states are the statistical model, and the standard deviations for maneuver
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and momentum adjustment are significantly elevated, which is a typical feature in the telemetry data for
geosynchronous satellites.
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Figure 6 A mnemonic in the GNC subsystem affected by the maneuver and momentum
adjustment.

Model recalibration using multiple states represents a significant advancement over the machine learning
application that only trains data for default states. This approach eliminates false outliers during operational events in
the existing machine learning approach. Multi-state model recalibration enhances the robustness and accuracy of
anomaly detection and enables model-based satellite simulations.

6. Summary

This paper presents solutions for critical challenges in developing SDTs using innovative technologies. Satellite
operations are open and dynamic systems whose datasets are influenced by external events and commands. The state
equation in TFSM links profiles of satellite states with event triggers, enabling the identification of anomalous states
with unknown triggers as outliers. This method enhances anomaly detection in an SDT, making it more proactive and
accurate while eliminating false positives from operational events. Additionally, the state equation in TFSM promotes
a new learning architecture that correlates state profiles with event triggers and requires multi-state training instead of
single default state training in the existing ML applications. Multi-state training greatly improves model-based data
monitoring by removing outliers caused by operational events in single-state data training, leading to more proactive
and accurate anomaly detections.

The generative Al agent plays an essential role in an SDT feedback loop. The data recalibration and monitoring
component evaluates the satellite's operational status, which serves as input for the agent. The agent analyzes local
satellite knowledge to present solutions or actions to engineers or automatically takes appropriate measures. The
emergence of LLMs enhances the agent’s capabilities in natural language processing, reasoning, and planning while
integrating LLMSs with a comprehensive satellite knowledge base through the RAG framework ensures the reliability
and accuracy of the agent’s actions and the proposed solutions.

The SDT’s data recalibration and monitoring component has been developed and deployed in operations. The
implementation of the generative Al agent is in progress. Our investigation shows that digital twins offer a natural
platform for applying AlI/ML technologies to automate and optimize satellite operations.
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