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Abstract
Monitoring incoming spacecraft data to detect anomalies is essential for the continuation of a successful mission.  

Spacecraft  Operations  Engineers  have  traditionally  relied  on  manual  monitoring  of  satellite  data,  with  limited 
statistical support for anomaly detection, focusing primarily on threshold-based monitoring of individual data items 
to  identify  and  resolve  any  anomalous  behavior;  however,  as  the  number  of  satellites  launched  increases 
exponentially every year with growing bandwidth per new satellite, the amount of data Operations Engineers need to 
monitor is increasing at an alarming rate. There is a pressing concern of monitoring all the incoming data without  
increasing operating costs.

In this paper, we demonstrate that modern deep-learning anomaly detection methods can aid existing Spacecraft 
Operations Engineers. Previous research has explored the use of machine learning to monitor incoming data and alert 
Operations Engineers about potential anomalies. We build upon the literature by taking a multivariate time-series 
dataset (DSN spacecraft monitor data) and feeding it into a transformer-based deep learning algorithm. Whereas  
previous work uses complete data with a single data type, this dataset proves challenging due to various data types  
per time-step and missing data.  We refine the data preprocessing and architecture of  the TranAD algorithm to  
improve its performance on both the DSN dataset and existing public anomaly detection datasets. We demonstrate  
that  the  modified  TranAD algorithm,  TranAD+,  improves  performance  over  MTAD-GAT,  OmniAnomaly,  and 
USAD on the DSN dataset. We also tested some public datasets, including SMAP, MSL, SWaT, SMD, and WADI, 
and demonstrated improved performance on SMAP, SWaT, and SMD. The improved performance promises the 
ability for Spacecraft Operations Engineers to instantaneously detect anomalies in the high-bandwidth regime of  
modern satellite communications.
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Nomenclature

Arbitrary time-series
Testing split for the time-series
Testing split for the time-series
m-dimensional vector at time-step t for a time-series

The i-th element of the m-dimensional vector at time-step t for a time-series

The corresponding time-series containing anomaly label information

Value of either 1 or 0 classifying a time-step as anomalous or not (respectively)

The corresponding time-series containing anomaly contribution information
m-dimensional vector at time-step t for a time-series

The proportional contribution of parameter i to the anomaly at time-step t for a time-series
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A sliding window of length  at time t

A sliding window-dataset composed of t sliding windows of a time-series dataset

The component-wise minimum values of the time-series across time

The component-wise maximum values of the time-series across time

The set of real numbers
The set of categorical values

Acronyms/Abbreviations
    Deep Space Network (DSN)
    Jet Propulsion Laboratory (JPL)
    Long Short-Term Memory (LSTM)
    Long Short-Term Memory Nonparametric Dynamic Thresholding (LSTM-NDT)
    Multilayer Perceptron (MLP)
    Multivariate Time-series Anomaly Detection via Graph Attention Network (MTAD-GAT)
    National Aeronautics and Space Administration (NASA)
    Peaks Over Threshold (POT)
    Recurrent Neural Network (RNN)
    Transformer-based Anomaly Detection model (TranAD)
    UnSupervised Anomaly Detection on Multivariate Time Series (USAD)
    Variational Autoencoder (VAE)
    Large Language Model (LLM)

1. Introduction
NASA's Deep Space Network is an array of antennas located around the globe that communicate with spacecraft  

at least 10,000 miles away from Earth [1]. Among its functions, the DSN is critical for making observations about  
the Solar System, the universe, and supports a select amount of Earth-orbiting missions [1]. Despite the importance 
of the DSN, the network is  currently oversubscribed,  at  times reaching more than 40% more demand than the  
network is capable of supplying [2]. Making matter worse, the current networking capabilities of the DSN are not  
able to keep up with the increase of missions and increases in data throughput [3]. For example, in 2023 the Psyche  
mission was launched with laser communication capabilities from deep space in an effort to achieve data rates up to  
10 to 100 times faster than current radio systems [4, 5]. Furthermore, the DSN is expected to provide a role in  
supporting the crewed Artemis missions to the moon, further increasing expected bandwidth usage from the DSN 
[2].

While there are plans to expand the network capabilities of the DSN with additional satellites being constructed 
[2], there is still the problem of hiring personnel to work on the Deep Space Network. Due to recent budget cuts, JPL 
had to lay off 8% of their workforce, causing additional strain on the already burdened DSN [6]. As a result, there is  
a demand for existing Spacecraft Operations Engineers to be able to parse the increase in incoming data.

Incoming spacecraft data for the DSN are represented as a multivariate time-series dataset, where each parameter 
can contain numerical, categorical, or missing information. In this paper, we demonstrate that modern advances in 
deep learning are capable of taking the load off of Operations Engineers in detecting anomalies for spacecraft data.  
We can take previous time-series data for any spacecraft, train a deep-learning anomaly detection method on the data  
to obtain an initialized model, and then use that model to flag incoming data as anomalous or not in real-time. We  
then provide downstream uses of this model by demonstrating how its output can be used in conjunction with an  
LLM to produce easily digestible reports on anomalous observations.

2. Previous Work
Anomaly detection is a broadly applicable field. It started as part of research for the U.S. Army in 1969 [7]. Since 

then, the field has expanded to apply anomaly detection to a variety of different domains, from healthcare [8] to  
cybersecurity [9]. Approaching anomaly detection from the machine learning perspective allows for general models 
to be used for a variety of downstream tasks. In this paper we deal with multivariate time-series data. One of the first  
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deep-learning based examples of anomaly detection on multivariate time-series data used LSTMs, a type of recurrent 
neural network [10]. An LSTM-based method was used to predict future time-steps from a window of the most  
recent time-steps and output an error value for each incoming time-series data point. They then took the error scores  
and proposed a nonparametric dynamic thresholding method to label anomalous regions of the time-series data.  
While  they  achieved  good  results,  the  method  falls  short  in  practice  today  due  to  having  a  single  model  per  
parameter. This shortcoming increases training time, inference time, and compute resources needed to be able to  
detect anomalies in real-time.

Omnianomaly improves upon the LSTM-NDT method by replacing LSTMs with RNNs and uses a Variational  
AutoEncoder  to  account  for  stochasticity  in  time-series  predictions  [11].  They also  use  a  Peak-Over-Threshold 
method from Extreme Value Theory to perform automatic threshold selection from the generated anomaly values  
[12]. This method outperforms previous models in part due to the model being able to take an entire time-series step  
at once, not needing to create a model per parameter as in LSTM-NDT.

MTAD-GAT takes a different approach, where once again the individual parameters are modeled independently  
with convolutions. Two graph attention networks are then used to model relationships between features across time  
[13]. The outputs of the GATs are then passed through an RNN, a VAE, and an MLP to produce an anomaly score.  
The result is a model that outperforms both OmniAnomaly and LSTM-NDT on the datasets published.

USAD uses a simple MLP for the core of their architecture, but uses a novel training strategy by using an auto-
encoder architecture [14]. As a result of their core model being simple, USAD spends several orders of magnitude  
less  time in training than Omnianomaly.  This  approach benefits  industry applications significantly by reducing  
turnaround time from training to anomaly detection.

Finally, TranAD improves upon USAD by taking the MLP component of the architecture and replacing it with  
Transformers  [15].  By  keeping  the  auto-encoder  component,  training  times  remain  small,  even  outperforming 
USAD. The use of transformers results in TranAD being more parallelized, more powerful, and quicker to train than 
previous methods, motivating it as the base method for this work.

3. Method

3.1 Problem Formulation

Consider a time-series   where each time step   is  an  m-dimensional vector 

 of either real ( ) or categorical ( ) parameters. We only consider time-series where each 
index into the time-series at any step is of the same variable type, but each index can be of a different variable type.  

So, it is always the case that if   and any  can be an element of   or  . The 

goal  is  to  be  able  to  take  the  time-series   and  produce  outputs   and 

 where   classifies  a  time-step  as  anomalous  and   
identifies  the  proportional  contribution  of  each  parameter  to  the  flagging  of  the  anomalous  time-step 

.

3.2 Data Preprocessing
To work with the categorical variables we implement two methods. The first is one-hot encoding each parameter 

in-place in the time-series. So, if the original number of parameters was 20 and parameter 1 was categorical with 3 
possible values and parameter 5 was categorical with 7 possible values, the one-hot encoded time-series would then 
contain 30 numerical parameters. The second method is assigning a unique integer to each unique categorical value.  
This keeps the total number of parameters the same, but converts all categorical parameters to numerical parameters.

After converting the time-series to only contain numerical values, we deal with missing information by replacing 
them with 0.

Then, we normalize the time-series by scaling the values for each parameter into the range [0,1]:
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Where  and  are the component-wise minimum and maximum values of the time-series across 
time and  is a small real number to prevent division by zero.

The dependence of a point  on previous points is modeled through the use of a sliding window of length . 

Let the window at time t  be . For any t <   we use replication padding of 

 until  a  window length of   is  achieved.  So,  for   we have  . 
Creating  windows  over  the  entire  time-series  dataset   produces  the  sliding  window  dataset 

.
To train the model and to evaluate its performance, we split a time-series dataset   into two disjoint parts: 

 and , where . The dataset can be split in two ways. First, it can be split  along 
the time dimensions, where  has the earlier time-steps and  has the later time-steps. Second, it can be 
split along entire tracks, so a single track is either a training track or a testing track. We construct the windows from  

 and  to obtain  and .

3.3 Model

Figure 1: The TranAD+ Model

We modify the transformer-based deep learning model TranAD for anomaly detection (see Figure 1) [15]. The 
model's architecture trains in a self-supervised manner, removing the need for labeled data. As a result, downstream 
applications only require an unlabeled time-series dataset to train the model. The model also outputs anomaly scores 
per-timestep and per-parameter. This allows for Operations Engineers to not only be able to identify which time-
steps are anomalous, but how much each parameter contributed to the flagging of the anomalous region.

Once the model is trained on the training data, the model predicts the testing data and compares it with the true 
testing value to obtain an anomaly score per-parameter. For each time-step, the anomaly scores are averaged across 
all parameters and the Peak-Over-Threshold method is used to identify which threshold should be used for labeling 
anomalous regions of the time-series [12]. Any averaged parameter value that is above this threshold is marked as 
anomalous for that time-step. Afterwards, the parameter values before averaging can be used to identify how much 
each parameter contributed to the flagging of the anomaly.

The TranAD architecture is modified such that the feed-forward dimension of the model is swapped out from 
being a bottleneck to an inverse bottleneck. The intuition behind this design change is to prevent unnecessary loss of 
information when dealing with large numbers of parameters, especially after one-hot encoding. Furthermore, during 
inference we obtain anomaly scores from both decoder outputs, call them  and . Taking inspiration from 
USAD, the per-parameter anomaly scores for the time-series are assigned to be , where 

 are hyperparameters [14]. The original TranAD paper assigned  and the code had 
,  [15]. We call our updated model TranAD+1.

1 The source code for TranAD+ is available at https://github.com/yyexela/TranADPlus.
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4. Experiments

4.1 Datasets
We use five publicly available datasets in addition to the DSN dataset to compare TranAD+ with the 

aforementioned baseline models.

 Soil Moisture Active Passing (SMAP): is a dataset from a satellite launched by NASA for monitoring 
Earth's soil moisture [10].

 Mars Science Laboratory (MSL): is a dataset from NASA's Curiosity rover. The authors of LSTM-NDT 
who released this dataset state that MSL is much less predictable than SMAP and is thus a more 
challenging dataset for anomaly detection [10].

 Secure Water Treatment (SWaT): is a dataset collected from a water treatment plant. The dataset contains 
sensor and actuator values during seven days of nominal operations and four days of faults [16].

 Water Distribution (WADI): is a dataset collected from a water distribution testbed. The dataset contains 
sensor and actuator values during fourteen days of nominal operations and two days of faults. It is a 
larger extension of the SWaT dataset from the same research group. Some time steps contain missing 
information [17].

 Server Machine Datset (SMD): is a dataset collected from 28 different machines over a period of five 
weeks. The parameters in the time-series dataset include CPU load, network usage, memory usage, etc 
[11].

 Deep Space Network 1k (DSN_1k)2: is a new dataset presented in this paper obtained from the Deep 
Space Network. The data contains both numerical and categorical information relating to various 
telemetry information received from the satellite. Additionally, some time-steps contain missing 
information.

Table 1: Dataset statistics for SMAP, MSL, SWaT, WADI, SMD, and DSN_1k.

We show the total number of time-series tracks, the track lengths in the training and 
testing splits (and what percentage of the total dataset each makes up), the total number 

of anomalies (and the percentage of the testing split they make up), the number of 
parameters, the types of parameters, and the number of missing values (and the 

percentage of the total dataset they make up).

Table 1 contains statistics about each dataset, including track lengths, numbers of parameters, their types, 
anomalies, and the amount of missing information. The statistics demonstrate that DSN_1k is the largest public 
anomaly detection set available, at three times larger than the SMD dataset in terms of raw track length. In addition 

2 The DSN_1k dataset is available at https://osf.io/t9c2a/.
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to having the most time-steps, DSN_1k has the most number of parameters, even before one-hot encoding the byte 
values. Furthermore, DSN_1k is the dataset with the largest amount of missing time-series information and is the 
only dataset with byte parameters. These parameters are inherently categorical and thus need special consideration 
during the data pre-processing stage. All of these factors make the DSN_1k dataset more modern for comparing 
time-series anomaly detection models, giving deep learning models more data to perform at a higher capacity.

4.2 Evaluation Metrics
We use precision, recall, AUC, and F1 score to evaluate the performance of anomaly detection between models 

on each dataset. Recall:

Where TP is the number of true positives, FP is number of false positives, TN is number of true negatives, and 
FN is number of false negatives.

5. Results
To train the models we take each dataset and concatenate all the training tracks together for a single training track 

and similarly for the testing tracks. The below tables show the results of each model trained on the above datasets  
using the default hyper-parameters of each baseline model.

Table 2: F1, Precision, Recall and AUC for the DSN_1k dataset.

Table 3: F1, Precision, Recall and AUC for the SMAP dataset.
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Table 4: F1, Precision, Recall and AUC for the MSL dataset.

Table 5: F1, Precision, Recall and AUC for the SWaT dataset.

Table 6: F1, Precision, Recall and AUC for the SMD dataset.

Table 7: F1, Precision, Recall and AUC for the WADI dataset.
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Table 2 through Table 7 show the F1, Precision, Recall, and AUC scores of the baseline methods as well as 
TranAD+ for the studied datasets. We see that TranAD+ outperforms the baseline F1 scores on DSN_1k, SMAP, 
SWaT, and SMD. OmniAnomaly scored the best F1 on WADI and MTAD-GAT scored the best F1 on MSL. 
However, on both WADI and MSL, TranAD+ obtained the highest AUC.

One thing to note is that sometimes the brute-force search for a threshold (Best F1) was outperformed by POT. 
This is likely due to the brute-force search not being extensive enough to identify the optimal threshold, as a simple 
grid-search was performed. This is the case for TranAD+'s result on the WADI dataset, as an example.

One clear observation is that TranAD+ tends to perform better on larger datasets. This explains TranAD+'s poor 
performance on the MSL dataset, the smallest dataset considered. TranAD+ was beaten by both MTAD-GAT and 
OmniAnomaly for best F1 on this dataset.

The large gap in performance between TranAD and TranAD+ is explained in part by the inverse bottleneck, but 
also in the training methodology. The original code for TranAD trains for only 5 epochs with a fixed  and  for the 
decoder outputs. This is insufficient in part as training a transformer-based network requires more steps, and 
searching over more hyperparameters is bound to improve results.

6. Conclusions 
This work successfully demonstrates that Operations Engineers can benefit from modern deep learning 

architectures for automatic time-series anomaly detection. By presenting the challenging new dataset DSN_1k, we 
show that a transformer-based auto-encoder model is able to learn the time-series data in a self-supervised manner to 
then be able to detect if incoming data is anomalous. Our model, TranAD+, obtains the best F1 score on four out of 
the six presented datasets, including DSN_1k. 

The direct application of this work is that Operations Engineers and their employers should look towards 
implementing these kinds of models in their pipelines to offload the burden of monitoring incoming data to 
computers. These models will then provide Operations Engineers specific times in incoming data that are labeled as 
potentially anomalous events with the parameters that Operations Engineers should look at. This allows existing 
Operations Engineering teams to be able to handle a significantly larger amount of data, preparing industry leaders 
such as JPL to be able to handle increased data transmission rates from improved technology and additional 
missions.

Figure 2: Example of TranAD+ labeling anomalous regions (green) on an anoamly labeled (yellow) track
from DSN 1k.
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As an example of a downstream application, incoming time-series data can immediately be labeled as anomalous 
or not and displayed in an easy-to-read figure (see Figure 2). This figure also shows the contributions of individual 
parameters to the anomaly regions. It is then possible to extract these values and present Operations Engineers with a 
text-based output of the parameter contributions.

The static output can be further modified by passing it into a GPT-based model to produce pre-generated anomaly 
reports. One can easily imagine that with some prompt engineering, an LLM can generate detailed outputs. Prompt 
engineering is flexible, so the variability in downstream applications and reports that could be generated allows for 
seamless pipeline integration and allows valuable anomaly information to be presented in a digestible format.

LLM Input
Your task is to generate a report explaining anomalous behavior in a time-
series dataset. Make the report concise, yet understandable for an operations 
engineer. You have the following information about a detected anomaly:

Anomaly 8 parameters:
  CAR_TRK_LOOP_LOCK_STATUS (54.49%)
  SYMBOL_TRK_LOOP_STATUS (23.99%)
  RESIDUAL_DATA_POWER (4.35%)
Contribute to 82.83% of anomaly score at times
  "2023-05-29 19:23:01" to "2023-05-29 19:24:37"
  (index 3125 to 3144)

LLM Output
Anomaly Report

Anomaly Description:

An anomalous pattern has been detected in the time-series dataset between
    "2023-05-29 19:23:01" and "2023-05-29 19:24:37" (index 3125 to 3144).
    This anomaly accounts for 82.83% of the total anomaly score.

Key Contributing Parameters:

The following parameters contribute significantly to the anomaly:

    CAR_TRK_LOOP_LOCK_STATUS: 54.49%
    SYMBOL_TRK_LOOP_STATUS: 23.99%
    RESIDUAL_DATA_POWER: 4.35%

These three parameters cumulatively contribute to the majority of the anomaly
    score, indicating a potential issue related to tracking loop lock status,
    symbol tracking, and residual data power.

Recommendations:

    Investigate the system's tracking loop lock status and symbol tracking
        functionality during the specified time period.
    Review the residual data power levels to determine if there were any
        unusual fluctuations.
    Analyze the system logs and performance metrics to identify any
        underlying causes for the anomaly.

Next Steps:

    Further investigation is required to determine the root cause of the
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        anomaly.
    Additional data analysis and system checks may be necessary to resolve
        the issue.

Please review the system and investigate the contributing parameters to
    resolve the anomaly.

We hope to see that industry adopts the powerful models coming out of deep learning for anomaly detection to 
increase the reliability of systems and to resolve anomalies at quicker speeds than those capable by humans alone.
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