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Abstract—This paper describes how to use the Internet Proto-
col suite to implement a network in deep space. It lists the key
adaptations that are needed to make it work, such as temporary
storage of IP packets on forwarders with intermittent links,
configuration of the QUIC transport protocol with parameters
related to the expected round-trip time and by setting application
timeouts also related to the expected round-trip time. Simulations
described in this paper confirmed the suitability of the IP suite
in deep space.

Index Terms—deep space, Internet Protocol, IP, networking,
delay-tolerant networking, DTN, QUIC

I. INTRODUCTION

Deep space has been solely conquered by government
agencies such as NASA, ROSCOSMOS, ESA, JAXA, CNES,
CSA and others, mainly due to the very high costs and risks
associated with space missions. Communications are largely
direct between terrestrial infrastructures and spacecrafts. In
networking jargon, these are point-to-point communications.
As shown in Fig. 1, the only exception is the use of relays
often in orbit around a planet like Mars, essentially orbiters or
satellites, allowing the retransmission of communications to
and from less powerful devices on the planet’s surface, such
as exploration robots on Mars.
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Fig. 1. Mars relay and surface network (not at scale)

The round-trip time(RTT) from Earth to Mars ranges from
a few minutes to 44 minutes, due to the propagation delays of
radio waves in space and the position of the planets relative to
each other. Long interruptions can be from a few seconds to
several days or weeks. For example, Mars may be on the other
side of the Sun from Earth, as illustrated in Fig. 2, creating
a period where direct communications are not possible, a
situation that occurs every 2 years. A recent Martian solar
conjunction took place in November 2023 when, for two
weeks, no direct communication was possible between the two
planetsf MARSCONJUNCTION].
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Fig. 2. Mars solar conjunction (not at scale)

II. RELAYS

The relays are currently relatively unintelligent in the sense
that they do not create a true network because, for example,
there is no consideration of alternate paths nor do they make
any routing decisions. However, during time slots where no
communication is possible, for example when the Mars relay
is on the opposite side of the planet to the rover, the relay
temporarily stores the frames until communication is re-
established. For Mars, communication delays and interruptions
are planned and managed by a brokering software [MAROS]
where missions such as the Deep Space Network and re-
lays around Mars provide communication windows to other
missions such as those of exploration robots or rovers on
the surface of Mars. Everything is specified and planned in
advance. If a planned communication window cannot be used
for one reason or another by a mission, that window is lost.
If bandwidth is not fully used by a mission, then the unused
bandwidth is lost.

A. Mars Communication Windows and Interruptions

Currently, on Mars, there are multiple orbiters acting as
relays: Mars Reconnaissance Orbiter(MRO), Odyssey(ODY),
Mars Atmosphere and Volatile Evolution(MVN, Maven),
Trace Gas Orbiter(TGO) and Mars Express(MEX). There are
four spacecrafts on the Mars surface: Mars Science Labo-
ratory(Curiosity), Mars Perseverance Rover (M20) and In-
sight(NSY). The latter is currently unreachable and the mission
may soon be declared terminated. The helicopter Ingenuity
is also there, but is not directly used in communications to
Earth, as its communications is proxied by the Curiosity rover.
The MAROS project enables the matching of communication
windows for the purpose of the various missions.



B. Mars Round-Trip and Holding Times

The list of potential communication windows and actual
occurred ones between the Mars orbiters and the rovers,
and between the orbiters and the antennas on Earth, were
provided by JPL. The data spans over a period of April
to June 2024. A complete path is from Earth to orbiter to
rover to the same orbiter to Earth. All the possible complete
paths were calculated by matching the time and sequence
of periods, with disjoint periods. As shown in table I, out
of 4564 communication windows between Mars orbiters and
rovers, 809 complete paths were computed as usable paths.
The average complete path time is 12 hours and 40 minutes,
the maximum is 161 hours and 42 minutes and the minimum
is 79 minutes. The average holding time of data in orbiters is
10 hours and 6 minutes, the maximum is 152 hours and the
minimum is 7 minutes.

TABLE I
MARS ROUND-TRIP AND HOLDING TIMES

Complete Path Time (RTT) | Data Holding Duration
Average 12h 40 min 10h 6 min
Minimum 79 min 7 min
Maximum 161h 42 min 152 h

These are theoretical as most communication windows
between orbiters and rovers are typically not used by the
missions, for various reasons, such as the rover is moving,
the rover does not have enough power, etc. These are also not
optimal as they were calculated as disjoints, where in fact, if
windows overlap, then communications can be faster in total
time. These computed numbers are very important for this
work since it shows the large range of round-trip times and
the holding times of data in orbiters that can occur in deep
space because of the intermittence of communications through
orbiters. This is an important input into further characterization
of the communications in space and how to properly engineer
networking given that data.

C. Moon Case

Since there are currently no communicating assets on Moon,
similar data can not be used at this time. However, while
Moon is just a few seconds away from Earth, the intermittence
of communications through orbiters will also happen. In both
cases, if the coverage around the celestial body is complete
with a constellation of satellites/orbiters, then the intermittence
may disappear. However, this will take quite a long time to
accomplish given the costs of sending spacecrafts to space.

Those Mars results have been used in the simulations. If the
IP stack and applications works with those numbers, then the
Moon case will also work as it is a simpler problem.

III. DECREASED COSTS, FASTER COMMUNICATIONS AND
COMMERCIALIZATION

Nowadays, space conquest has undergone significant trans-
formations. Indeed, industrialization now allows for a decrease
in the construction costs of space devices. A good example
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is the Cubesat [5], which consists of a simple and relatively
small format of satellites, allowing less affluent actors and
projects to send devices into space at a lower cost. Further-
more, the space industry now uses less demanding electronic
components [4], allowing for significant cost reductions but
requiring more verification tests, including radiation testing.
Finally, launcher innovation led by SpaceX has significantly
reduced launch costs. Finally, recent tests [14] [19] show
that optical communications using lasers will be possible in
deep space, enabling much larger and symmetrical bandwidth.
These combined changes create a new era where many small
to large companies and organizations become players in this
space conquest. Space agencies used to define the specifi-
cations themselves and then subcontract the realization are
now in a mode of contracting for commercial services where
they can rent services according to their needs. These services
include communications and networking. In some ways, the
Internet has seen similar history where the initial funding was
from governments and then commercialization and openness
enables a large network to be built creating a platform for
innovation. The key to make this happen is to use standards,
ensuring interoperability between all protocols, software and
infrastructure.

IV. MOON AND MARS NETWORKING ARCHITECTURE

[11] and [10] describe the communications and network
architecture envisioned for Moon and Mars. On the surface of
the celestial bodies and around such as cislunar, the network-
ing stack will use the Internet Protocol(IP) suite over the Earth
wireless technologies such as 5G/6G and Wifi. Therefore, by
using IP over CCSDS deep space links, a single networking
stack over the whole path is used, enabling faster delivery,
reliability, routing, and cost-effective platforms.

V. BUNDLE PROTOCOL

In early 2000s, Vint Cerf and JPL engineers investigated
if the Internet Protocol(IP) suite would be usable to create a
network in deep space [RFC4838], named the Solar System
Internet [12]. We use the term deep space here to clearly
differentiate with the various orbits (LEO, MEO, GEO) around
Earth where IP is already in use. Deep space here means
communications with the Moon and its orbits, Mars and
beyond as well as cruising spacecrafts.

Their conclusion was that the IP protocol stack is not
usable in deep space given its unique characteristics, such
as very large and variable delays and long communication
interruptions, where the current IP transport and applications at
that time were too chatty for that use case. A network protocol
working with long delays and interruptions is named Delay
and Disruption Tolerant Networking (DTN). It was deemed
necessary to create a completely new network stack using a
store and forward paradigm. The result is the Bundle Protocol
[25], which is different and incompatible with IP. Since then,
there has been work in both the Internet Engineering Task
Force [9] and the Consultative Committee for Space Data
Systems [3] to engineer all the pieces necessary for a full
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functional networking stack, obviously a major undertaking,
which is still not quite complete. Over time, various issues
were found with BP [1], such as: no end to end reliability, no
route aggregation, non scalable routing, etc.

VI. RESASSESSMENT OF IP FOR DEEP SPACE

We reassessed [8] the use of the IP stack in deep space.
Since the initial assessment in early 2000’s, the IP stack has
evolved a lot, including the capability of handling Internet of
Things (IoT) which have many similarities with space usage,
such as low bandwidth, low energy, intermittent communi-
cations, low cpu and low memory. Since early 2000’s, the
QUIC transport protocol [23] has been invented and is now a
significant portion of Internet trafic [2].

The primary conclusion of this new assessment is that the
IP stack is usable in deep space, for the following reasons.

A. Network Layer

At the networking layer, an Internet Protocol packet does not
carry any notion of time. IPv4 does have a Time-To-Live(TTL)
field, however, while it was initially designed as decreasing
time by intermediate nodes, it has been implemented as a hop
count, which was then officialized in IPv6 as the Hop Count
field. Therefore, an IP packet by itself can live for a very long
time without any issue. At the IP layer, the only expiration is
when the maximum number of hops is reached.

B. Transport

At the transport layer, as noted in [RFC4838], TCP is too
chatty with the 3-way handshake and with the defined timers.
One should also add the TLS handshake to the budget, so
TCP is not suitable for deep space. However, UDP has no
notion of time, therefore can be used as is in deep space.
While QUIC was not designed for space use, it can be profiled
to support that use case. QUIC is a modern transport and
has many features very useful for space. It uses a single
round-trip time(RTT) for establishing a secure and encrypted
connection between two peers, while TCP and TLS require
multiple RTTs. The connection can carry an unlimited number
of requests and answers, named streams, without having to
re-establish the connection itself, while TCP would require
multiple connections. Any peer can start a new stream. It
supports the re-establishment of a connection with data in the
payload of the first packet, a feature named ORTT. There is no
a priori expiration of a connection, so it can remain opened for
minutes, hours, days, weeks, months or even years which is
well suited for space. A deployment scenario could be to even
establish the connection before the spacecraft leaves Earth and
keep the connection for the whole duration of the mission.

If the spacecraft changes its network attachment, as when
a cruising spacecraft is landing on a planet and attach to the
surface network, the spacecraft will receive a new IP address
or range. QUIC solves the mobility problem because there is
a security association between the two peers and because of
its independence on the IP addresses and ports to identify the
connection, since it has its own connection identifier within
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the protocol. The connection is re-established even when the
IP address or port changes, supporting full mobility.

As a reliable transport, QUIC automatically manages issues
in networks such as packet reordering, duplication and loss
and pacing.

However, the typical QUIC behaviour for Internet assumes
short delays in the order of hundred milliseconds and relative
full time connectivity. Therefore, it does not work as is for
deep space. However, by setting a few of its transport con-
figuration parameters and implementing a simpler congestion
control mechanism, it works well in deep space conditions.

C. Application and Application Protocols

Typical design of Internet applications assumes that the
connectivity will be pretty available, bandwidth is high and
latency is low, especially compared to deep space character-
istics. Therefore, current Internet applications will most likely
not work as is in deep space. However, if the applications
are designed with the expected large RTT and with using
the asynchronous pattern, then they become suitable for deep
space.

The most used application protocol nowadays is HTTP [24].
HTTP has no notion of time. There are very few HTTP
headers, mostly related to caching, that contain time. These
should either not be used in deep space, or the value should
be set appropriately. Therefore, HTTP can be used in deep
space. The typical transport of HTTP is TCP which, as noted
above is not suitable for deep space. However, HTTP is also
defined and used over QUIC for a large part of the HTTP
trafic on the Internet. Therefore HTTP over QUIC is required.

Application and application protocols using UDP transport,
such as streaming, are also suitable for deep space, given
proper timeout configuration.

VII. ARCHITECTURE AND SIMULATION RESULTS

As the reassessment shows, the IP stack is suitable for deep
space if properly adapted. The following sections describe
the adaptations for the following functionalities: forwarding,
transport and applications. Simulations are also presented.

A. Forwarding

As discussed previously, deep space communications are
interrupted regularly because the relays cannot always provide
a complete path from source to destination.

On Internet, an IP forwarder (or router) drops packets
when the destination is seen unreachable in its forwarding
table and therefore sends an ICMP destination unreachable
error message to the source. However, in space, given that
orbital relays will have regular disconnections, the packets
should not be dropped but instead stored temporarily until the
communication is re-established.

This storage behaviour can be accomplished at a layer below
IP, as done currently by the Mars orbiters. If the relays are
doing the storage at layer 2, then the IP layer is unaware of
that storage and no modification to IP behaviour is necessary.

If an IP forwarding node has links with intermittent win-
dows of communications, then that node behaviour should
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be modified. Instead of dropping packets, as noted earlier,
it should instead store the packets until the next window of
communication to the next hop appears, when it will then
resume forwarding to the next hop.

Policies can be established for storage or forwarding based
on various criteria, such as source or destination addresses
or prefixes, diffserv/traffic class field, flow label or any other.
Tools to implement those policies are already available in all
platforms.

The temporary storage of IP packets was implemented with
200 lines of C code, in a prototype using the Linux Tun
interface [15] and a simulation showed [7] that it was able
to store packets during a link interruption and that packets
were then pulled from storage and forwarded when the link
becomes up again, using a simple FIFO policy. Ping was used
for testing. The network consisted of three nodes: a client
node, a server node and a forwarder node, as shown in Fig. 3.

A delay of 30 seconds was set on the forwarder node on
both directions. At the beginning of the simulation, only the
induced delay was involved, therefore the ping client receives
the replies after 60 seconds. The forwarder node then have
an interruption of its link to the server node for a period of
5 minutes. The ping client is not receiving any reply or any
error during that period of time. In a normal Internet forwarder
environment, the forwarder would have sent ICMP destination
unreachable error messages to the ping client. However, in
this implementation for deep space simulation, the forwarder
stores the packets. After the 5 minutes period, the link is back
and the forwarding resumes. The ping client starts receiving
replies with a RTT of 360 seconds, which is 300 seconds for
the link interruption and 60 seconds for the induced delay.
The next replies were 359 seconds, 358 seconds RTT down
to 60 seconds. This is normal as by implementing a FIFO
policy, the oldest packets were the first ones to be forwarded.
It should be noted that while the times used in the simulation
are small compared to deep space times, the same results were
confirmed by larger times, such as 1 hour, in simulations.

Therefore, it is relatively easy to store IP packets tem-
porarily for longer periods than typically on Internet. It is
very important to note that this storage behaviour is only
needed for the forwarding nodes that have intermittent links
and are implementing IP forwarding. Every other IP forwarder
or IP node should not implement that storage behaviour. For
example, IP forwarders and routers on the surface of the
Moon and Mars running 5G/Wifi/Ethernet would not need to
implement storage. Only the forwarders in space or at space
edge are required to implement storage. If the forwarding
nodes are L2, then the storage of frames is done at that layer
and IP is unaware of storage, therefore no IP node or forwarder
in the whole deep space network has to be changed.

B. Transport

As noted in [22], the TCP transport is not suitable for
deep space. QUIC transport works if the stack is properly
configured for the expected RTT. In particular, in a simulation,
we have demonstrated that by configuring the initial_rtt and the
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Fig. 3. Simulation of IP packet storage using ping and 3 nodes

max_idle_timeout parameters to be set to at least the expected
RTT at connection establishment and by configuring the tra-
ditional congestion control to be muted and only flow control
is used, then QUIC transport does work by providing reliable
and efficient transport, even with packet loss, reordering or
duplication.

In the simulation testbed, sending an HTTP request to Voy-
ager and getting the response was successfully demonstrated
[7]. Not that the real Voyager received the packet, but the
one-way delay in the simulation was set to 18 hours. Various
conditions such as packet reordering, duplication and loss have
also been simulated. The setup uses the Quinn [20] QUIC
stack HTTP client and server where the initial_rtt and the
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max_idle_timeout were configured to 1.1 * RTT on connection
establishment. A simpler congestion control driver was used
that only manages the flow control. The delay was induced
by setting the delay argument to 18 hours of the Linux netem
utility. Client and server were running Ubuntu 22.04. Another
successful simulation took this further by having a 5 day one-
way delay (10 days RTT).

The Quinn Workbench [21] was used for QUIC simulations.
This open-source software simulate a complex network of
nodes and links, with delays, packet loss, duplication and
reordering. By implementing time warping, the results of a
simulation over multiple days are available in seconds.

As noted previously, another transport protocol, User Data-
gram Protocol(UDP), works just fine in deep space, since it
has no notion of time. Various protocols such as SNMP, NTP,
SIP, RTP, RTSP are using UDP, therefore are candidate to work
in deep space. SNMP, the traditional network management
framework, was tested in the same simulation environment
over a network with 5 hours one way delay and worked
just fine, since the protocol itself has no notion of time. The
NetSNMP [18] toolkit was used for the simulation. An SNMP
get was issued with the CLI client and the timeout was set to
the 1.1 * the expected RTT (5 hours * 2 = 10 hours * 1.1 =
11 hours). The server was the standard NetSNMP without any
configuration change. The reply was sent by the server and the
client received the answer to the GET request. Therefore, to
use SNMP in deep space, the requester has only have to set
the timeout to be larger than the expected round-trip time.

C. Applications

The third important aspect of IP in deep space rely on
the application layer itself. If the application uses HTTP, the
HTTP protocol itself does not have any notion of time. Only
clients, servers and applications usually have timeouts that
should be adjusted to values of the expected round-trip time.
Any application in deep space must be designed completely
asynchronously (as it is also the best current practice for
Internet applications nowadays). It must also contain either no
timeouts or have timeout set properly related to the expected
round-trip time. In the simulation testbed, we have tested
various HTTP requests such as GET, PUT and POST over
large delays over QUIC configured as discussed before. The
client was sending those requests and the server was config-
ured to answer with various response sizes. The simulated
network was also put into various network conditions such as
packet loss, reordering and duplicates using the corresponding
Linux netem functionalities and the client received reliably the
answers.

VIII. DEEP SPACE IP STACK

Fig. 4 shows the resulting deep space IP stack.

While the use of the IP stack has been demonstrated for deep
space networking, it should be emphasized that the typical
Internet applications and usage known and used daily on
Internet are typically not appropriate for deep space. The IP
stack enables the space specific applications to be used, not the
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Fig. 4. Deep space IP stack

normal Internet ones. However, given that Moon is just a few
seconds away, we may see slightly tuned Internet applications
to be usable for Moon when there is no interruptions. However,
as communication interruptions are also expected for Moon,
then all the techniques described in this paper are needed also
for Moon deployment.

A. Advantages

Compared to the Bundle Protocol, the use of IP stack in
deep space opens up a large toolset of protocols, applications,
frameworks, security, software and knowledge to be reused
for space. It significantly decreases the communication and
networking costs of space missions, compared to the special
Bundle Protocol stack. It also decreases the risk as instead of
using specialized space software as today, it reuses software
that has been exercised at large scale. Security protocols for
Internet have been scrutinized as no other therefore decreasing
the security risk for space communications. High-bandwidth
hardware acceleration is available for Internet use and can
also be used for deep space networking with proper space
hardening.

The Bundle Protocol suite does not provide any transport
semantics to recover from issues such as bundle reordering,
bundle duplication and pacing. It does provide an optional
bundle loss recovery mechanism but only on a hop by hop
function. Using a reliable transport such as QUIC over IP
provides all those semantics and guarantees delivery of data
end to end.

B. Standards

The Internet Engineering Task Force started the Taking IP to
Other Planets(tiptop) [26] working group to define the profiles
and adaptations for the Internet Protocol stack to be used in
deep space, as described in this paper. Standards will enable
interoperability between implementations and lower the costs
of implementation and procurement for space users.

IX. CONCLUSION

This paper demonstrates the use of the Internet Protocol
stack for deep space, implementing in fact a delay and
disruption-tolerant network. It is based on the following adap-
tations: storing packets for IP forwarding facing interrup-
tions, properly configuring the QUIC transport stack using
the expected RTT, configuring timeouts of applications and
designing them with the asynchronous pattern. The capability
of IP in deep space has been demonstrated through various
simulations.
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